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/ Project Overview \ / Combining Magnitude Scaling with Norm Bounds \
*Energy, power, and performance may make future hardware less M OtiV ati on Faul t MO del Count Of POSSI ble b|t ﬂ 1P pe rtu rbatlons
reliable . . . - .
. S Coping with faulty hardware -Bit flips only impact the solution if the perturbed quantity is used in exponent; for all Arnoldi ite rat. ions
Data may experience silent, transient bit tlips *Redundancy — allows detection and correction *Model a bit flip as a perturbed input to primitive arithmetic operations, compose higher-order Matlab gallery matrix for CouPCon3D m.at.rlx from Sparse
*Floating-point numbers have a particular binary representation RGeS — alhaeE s Sl operations the , Suite, 17.5 million non-zeros,
*We can exploit this to detect some errors and bound almost all the rest What bits to flip? 49,600 non-zeros, SPD. indefinite, non-symmetric.
o]
« Numerical algorithms can tolerate errors in certain code and data Arbitrary bit flips provide little insight - specific bits produce unique error characteristics. (d) 8.961 2)7 0/ 0344930/ (d) 6.96775%
-With some system cooperation, we can make numerical algorithms Real hardware combines both, with one of two goals: *Analyze specific.bit e based on error characteristi.c | b) 0.071 7° 89/, C) 6.92483%
reliable despite data corruption and incorrect arithmetic -Lower p erformance, more robust *Exponent flips can introduce error orders of magnitude larger than the input
: : .y «Mantissa flips introd ith itud
*Exotic manufacturing (behind industry performance) ST RE DS THOCTICE STTOF W Sat= Tasiitiee b) 9.98804%

Sign flips introduce error equivalent to flipping the least significant exponent bit

Bit Location Absolute Error: ‘)\ —\

*Hazardous environments (like outer space)

Floating Point Numbers

No Scaling

*Higher performance, higher power
Figure 1. Binary representation for IEEE standard (Binary64) for _ *Individual components may be less reliable Mantissa (1 + 2 _52))\.,?1&9_, for 3 =0,...,51
storing a 64-bit double-precision number. «Choice of high-performance computing Exponent;g 272 X A, for 3 =0,...,10; and bit; 50 = 1 (a) I Absolute error < 1
Slgn Byponent Mantiss | Ex 227 o\ o § =0 10: and bit: o — 0O 1 < Absolute error < ||w]|
ponentg_q X A, or 7 , ..., 105 and 0452 (b) 2
| | | (c) ||w||2 < Absolute error
Features & 0 Redundancy costs power Table 1: Bit flip absolute error for a perturbed scalar A (a) 90.62141% (@) 76.11938% (d) I Non-numeric
(1) 51 bits for mantissa, 11 bits for the exponent stored using a bias ‘Redundant storage & computation (checksums . _ _ _ -
of 1023, 1 bit for the sign, which is expressed in Eq. (1). 5 P ( ) where A= Am“gmt“de x )\f raction < Am""’gm‘f“de x 2 (d) 9.09091% (d) 9.03589%

*ECC (error-correcting) memory c) 0.04218% (c) 0.09837%

Examples (mantissa and sign bits excluded)

[
[
: : *Possible Numerical Perturbations ' 0 Detectable
Exponent Bits *RAID (Redundant Arrays of Inexpensive Disks) o . 8 b) 0.02030%! (b) 0.02737%
: *All real-valued vectors translate to a finite set of IEEE-754 biases = :
Basel0 bgy ... bso Bias Relation Effective Exp. *Software checksums (Algorithm-Based Fault o c R” i :
Tolerance ' _ . |
5 10000000001 210251022 22 Codund t)h ; < cation (voting) 0.5 (271 x 1.0 (1022 + 1 01111111111° 5 .
2 10000000000 2 - 2 ‘khedundadant naraware &« commaunication (voting - 43 :
; 00000000002 e 2 - e s comm a=181%= {20 x Lmp < {1026 + 1} = < 10000000011 ; 9 |
9 01111111100 91020—1023 93 process rep 1cation (ln SO Ware) \ 4 ) L.2+2 X l.m“ k1025 1+ 1 10000000010‘J — |
5 01111111110 910221023 9—1 *Redundant arithmetic units (in hardware) =) :
Run it several times (“time replication™) A bit flup in floating point data creates a predictable numerical perturbation E :
Meth()d()l()g}7 Algorithm 1: GMRES algorithm GMRES |
. — B a) 90.83840%
Perturbation Lookup Table for Dot Products Scope fori=1to dc; 1) / Theoretical Bounds on the \ _ (a) 90.84662% | (@) _ °
(1) Analysis tool used to evaluate processes based on dot products r:=b—AxY . Figure 4. Effect of equilibration on the number of magnitude
(2) Allows determination of largest and smallest errors that could be brommal Wecisioe o e q, :=r/||7|], Arnoldi Process changing bit flips that may occur inside the Arnoldi process.
« . elative to curren . = . . . .
lIfl_].ethd Into at.dOt pI‘IOdIiCt bl od | operation | level of abstraction. for 7= 1 to restart do | |WO| | — | ‘qu | ‘ < | |A| | | ‘qj | ‘ e Basis vectors (ql) 1In GMRES are unit vectors (2_n0rm 1S 1).
(3) Prior 0 execution, a lookup table is created: . Redundancy costs power N failure i & faut tha wWp = qu —_ will = [[wis — i squll < l1waall + sl [l ds b d solel 1 £ .
(1) Dimension 2046 x 2046 x 11 X 3, accounting for all possible “Fault” - . :‘f . , don't h |A fault happens inSidZ a function. Gl ot 5 Fefreian for i — 1 to 7 do @ i—1 L, dill = i—1 .71 119:1lj*  Bounds based sole y on spectra norm o 111p11t matrix.
. . ° t may or may not produce correct ; ’ — . . . oy . . .
exponent biases (0-2046), 11 exponent bits, three operands ault,” “error,” "failure,” etc. don't have Y oUtputas 8 reail ge—l—  ole— _ misbehaves from an I —..| With respect to the £, norm, « If matrix is equilibrated, dot products consist primarily of values less than 1.
to fault on — operands to multiply or the result (operand to standard definitions P hij = (Q;, Wi—1) . - ’ :
summation)  er , ; 5 Wi = Wi 1 — Ry, Iwoll, < 1|Al ||ay]|, < max o » Mantissa bit flips in numbers less than 1, produce small perturbations
: : .. *We define “fault” as “something went wrong P ————— e Lol < . :

(2) Each entry in the table contains the absolute error injected e o1 s e - » o dintal y end I3 j| < ||lw;_1] |2 o Majorlty of exponent ﬂlpS produce error less than 1.
should a bit flip happen in either of the two magnitudes, or inside,” and "failure™ as “a fault that leaks g date e via ?/r}tro:s;gt(i)o:. T N 1 Towo— hii = ||wl|| [wills < 2(|lwi 1], < 2¢||wol . :
should the bit flip occur in the result of the. outside” . The program that suffers them AR 2 H2 = ’ 4= : Interpretatl()n: Chart sorts possible errors, does not convey frequency of error.

(3) Mantissa impact is accounted for by assuming a value larger ““Inside” / “outside” is relative to your CHRHgHECICELIEIE Liicatly g:ﬁ + cll T W_/ ]_lj +1I_j?: b Intent: Analysis tool, understand relationship between inputs and what is theoretically possible in algorithm.
than the largest possible mantissa value, equivalent to perspective; for us, it means “the linear solver” ind y = min || iy = | _ | e_‘l | |2 Two norm Fault Resilience: Design algorithms to tolerate what is possible and detect what is impossible.
incrementing the magnitude biases by 1. ’ ’ Key: Exra.!tla.t.e convergence criteria Requires determining the largest singular Current Status: Can detect impossible values by checking Hessenberg entries against norm bound.

) . . oo Y Optionally, compute x; = Q iy value of A, but allows detection of large Inexact Krylov can allow convergence given bounded error
Possible Arnoldi Process Perturbations Boonr 4 end ’ turbati Sandbox model ensures algorithm does not produce a silently incorrect answer
(1) Min and Max of each basis vector is computed after they are built ————— ond perturbations.
(2) Using min and max, an interval of potential exponent biases is
determined.
Possible perturbations are queried from lookup table S S 21>
) : : 2 Previous Work[i] Reliability Models Inexact Krylov
Analytical Bounds Mean: o.oFe;izpeﬂ%? gg?n?)ltaoSstil::j;redCtggv%?itoierOd.ggt12331428 C t Model: Fail-st Better Model: Sandb . .
(1) Norm bounds on the dot product (Cauchy-Schwarz) | B urrent Mlodel. ratl-stop etier Model: Ssancbox Application of Inexact Krylov to Inner Solves e A Fault-Tolorant GMRES. and restarted GMRES:
(2) Arnoldi normalization allows simplification to recurrence form | | - *Errors in matrix or preconditioner A — ‘ ' — ' —— Faulty SpMVs in inner solves; no equilibration’
. . 0.4 . .. o . . : FT-GMRES(30,10) : 10" 4 . ‘ : : . ‘ ‘ ‘
based on largest singular value of the matrix R 000 §ealine mitieates faults in dot *Bounded errors have bounded effects on (residual) error ; GMRES(30), 10 restart cycles | | —+— FT-GMRES(30,10)
g g " S S - : : . . GMRES(30), 10 restart cycles
203 1008 products Effect is inversely proportional to last iteration’s residual ' ‘
Perturbation Counting 2 (1) Exploit bi - ' error
2 ploit binary representation of bias to : , ok .
(1) Consider all possible magnitude combinations for dot product E 10.06 minimize impact of exponent bit flips *Errors in Gram-Schmidt Process . ' :
(2) Query lookup table comparing possible absolute error injected ¢ loos  (2) Optimal bias is 1023 (2°0), less than *System tries to detect all Isolate unreliable data *Worst case Whe? perturbation occurs before scaling E £
into dot product against interesting bounds (norm bound and 1) - 0.04 2”0 better than 2”1 soft faults & co.mputation. in a box *Have the following form ) §: ég 100
b T T : o0s  (3) To manipulate biases, scale fTilrﬁ aliiclleteigted soft faults 1;)Rehable code invokes w; = (I — Q, Q;‘)( AL E j)CIj +Ejq; % -l §
otential rault Detection N (equilibrate) the inputs 1nto hard raults OX ~ . ~ o
(1) Norm bound calculated a priori Vector taaritga 250 507400 . Detected local faults *Local faults stay local *‘Where E; = Q;QjE;, and [|E;| < [|Ej]. s 2
ector Magnitude Vector Magnitude 2* oy o1 o Q3 . . . ¥ o
(2) Compare upper Hessenberg entries against bound to prevent Figure 1. Probability of error givén dot become g!obal . °App gets flexibility to .Smce the 1e Froris bour;deﬁi the convergence criteria from -
theoretically impossible values (including non-numeric) products of specific magnitudes -Chleckpomt / reStngi isthe  define recovery model Inexact Krlyov are applicable. o ;
Vector size 1000000, bit location Pr(fail) Vector size 1000000, bit location Pr(fail) *only recovery modade o I
1 1
Error Minimization I | !
61 0.9 0.9
(1) Previous work[1] shows benefit of scaling data such that values < 60 . os Potential Model: Nested Sandbox Falllt TOlerant GMRES [2] . ‘ ‘ ‘ l | | | | | l ‘ . . l ‘ ‘ ‘ ‘ |
1 2?1 1 ’ i ) Oliter iterat?on numb?er i i N ) 1 i i ‘ Ou5ter iterat?on numl;er i i N )
e : : - : = 56 1 ol I o
(2) Equ{llbratlon algorl.thms well known, we use equilibration ggz 067 10673 *Hessenberg monitoring takes *Use Sandbox model Figure 5. FT-GMRES and restarted GMRES solving Figure 6. FT-GMRES and restarted GMRES solving
routlpes from the Linear Algebra PACKage (LAPACK) to scale E? . 5;‘; _0.5-‘; place inside inner solve o *GMRES as inner solve CoupCons3D matrix after equilibration, using basic CoupCons3D matrix with no equilibration, using basic
matrices = 50 043 043 — *Reliability compute residual sandbox reliability model. sandbox reliability model.
%Z 02l 03 & Use theoretical bounds to allow — Faults injected as perturbations to matrix
A 1 d 45 02 0 early rejection of faulty inner solve
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